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CYBER THREATS — THE NEW REALITY
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Increase in account takeover and
phishing attacks

Large-scale data breaches

Compromise of administrative
and service accounts

Vulnerabilities in external integrations
and remote access
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Ineffectiveness of password-based
authentication

Session and token theft

Attacks via partners and contractors

Lack of proper auditing and visibility of
access events




WHAT IS IAM?

|dentity and Access Management (IAM) is a platform that ensures secure user access
to infrastructure resources.

IAM combines:

= |dentity Provider (IDP) - authentication server
= Single Sign-On (SSO) - unified login
= Multi-Factor Authentication (MFA)

The main goal is to provide secure and convenient access
to corporate applications and services for employees, customers,
and partners.




BLITZ IDENTITY PROVIDER

An on-premise ldentity and Access Management
(IAM) and Multi-Factor Authentication (MFA)
solution for managing identification,
authentication, authorization, and audit.

Its extensive feature set addresses the needs
of modern enterprises by combining both
security and user convenience. With support
for multiple authentication methods and
seamless integration with existing applications,
it provides a scalable and flexible platform
suitable for companies of all sizes.

ONE PLATFORM FOR ALL NEEDS

Combines IAM, MFA, user management, and
access control to meet your company's security
needs

VERSATILITY

Customize the product to fit your company's
specific needs for UX/UI, business processes, and
infrastructure

MODERN STANDARDS
OIDC, OAuth 2.0, SAML, WS-Fed, RADIUS, LDAP,
REST API, JWT, WebAuthn

ENHANCED SECURITY

Empower your system with built-in defenses to
prevent brute force attacks, phishing, and
account theft



USE CASES

Blitz Key — Our Mobile Authentication App
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Login
using Face or
Touch ID Sign in with

Single Sign-On (SSO) Multi-factor Passwordless External identity providers
for company applications authentication (MFA) authentication (Apple, Google, Facebook, etc.)
and services



OVER 20 AUTHENTICATION METHODS IN
ONE SOLUTION

Login and password

SMS, email codes, Flash Call,
messengers

Passkeys and biometrics (Face ID,
Touch ID, Windows Hello)

Push authentication, QR-code

Smart cards, FIDO2, U2F tokens

One-time password generators
(HOTP, TOTP)

External identity providers

Integration with third-party MFA
solutions




SINGLE SIGN-ON (SSO)

The SSO feature simplifies and streamlines access by
allowing users to authenticate once and gain access to
all company websites and applications.

v' Lower risk of
unauthorized access

v" Improved user experience
and elimination of “password
fatigue”

v" Reduced administrative v" Unification of authorization
costs policies (RBAC, GBAC, ABAC)

() IDENTITY BLITZ

You are logging in as User in the Company
Portal application

IP address: 192.168.1.18 Russia, Moscow
Request time: 31.01.2024, 22:48
The request is valid for 49 seconds

If you did not request the confirmation, please
contact technical support.

Confirm

It's not me




GENERAL WORKFLOW

Users

HTTPS

g User store

j Email-server, SMS gateway,
J

push-notification service,
Flash Call

C— Blitz Key e

User registration

User profile

User access recovery

OpenlID Connect,
OAuth 2.0, SAML, REST API,
- JWT
Company applications
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Infrastructure security services
(SIEM, IDM, NGFW, PKI) ]
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Network services (WiFi, VPN, RDP)



OUR COMPANY

IDENTITY BLITZ is a leading Russian software development company,
providing state-of-the-art solutions for identification, authentication,

and user access management for corporate applications. Since its inception
in 2014, the company has been a dynamic player on the cybersecurity market.
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“We empower businesses to build secure, seamless access to everything that matters.

over 10years over 100 projects over 150M™

ON THE MARKET IN PORTFOLIO ACTIVE USERS




OUR ADVANTAGES
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IAM EXPERTISE

The product is developed by a team of
highly qualified cybersecurity experts

CLIENT-DRIVEN DEVELOPMENT
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Product can be tailored to our customers’ 04 I

requests and requirements

EXTENSIVE PRODUCT CUSTOMIZATION

Services and product features are readily
available out of the box with zero-coding
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MODERN PROTOCOLS

Supports OpenID Connect, OAuth 2.0, SAML,
RADIUS and other industry standards

FLEXIBLE PRICING & SERVICES

Customers pay only for the services they
require

EXCEPTIONAL EFFICIENCY

Product provides great performance with
minimal system requirements




TRY THE PRODUCT IN ACTION

Our experts are ready to assist at every stage: from presales and design to implementation
and support.

Have questions? We are open to discussion and ready to offer tailored solutions for your business.

Qs +7(499) 322-14-04

> commerce@idblitz.com

& identityblitz.com
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